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ABSTRACT

Employees’ violation of information security policies is a major threat to an organisation. Some
violations such as using an easy-to-guess password or storing confidential data on personal
unencrypted flash drives usually do not cause immediate harm; instead, these actions create
security flaws that can be attacked in the future and cause delayed consequences. We call such
behaviour consequence-delayed information security violation (CDISV). The ignorance or denial
of the possible delayed consequences is the main reason employees engage in such insecure
behaviour. Due to the delay between the action and the consequence, a long-term mindset
could play an important role in employees’ current decision-making. Specifically, in this study,
we propose that long-term orientation is an influential factor in decreasing CDISV. The long-term
orientation includes three dimensions: continuity, futurity, and perseverance. In addition, based
on the stewardship theory and the needs theory, we further propose that value identification
and the fulfilment of higher-order needs (trusted relationship and growth) are important drivers
for employees to have a long-term orientation. We collected survey data using the 170
responses we received from a global company’s employees. The empirical results support our
arguments. Our findings provide implications to organisations to encourage employees’
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information security behaviours.

1. Introduction

Humans often create security weaknesses and flaws in
information systems (IS), which is a critical threat to
an organisation’s IS. A recent report indicated that
30% of data breaches are caused by trusted but negligent
insiders, which ranked second only to malware as the
most serious threat to organisations’ information secur-
ity (Ponemon 2015). Similarly, in another report, 73% of
the selected companies rated employee errors and omis-
sions as top threats to organisations (Deloitte 2013). The
results from Ponemon Institute’s recent report revealed
that all types of insider threats are increasing. Since
2016, the average number of incidents involving
employee or contractor negligence has increased from
10.5 to 13.4 for an organisation, and the average annual-
ized cost of insider-related incidents has reached to $3.8
million (Ponemon 2018a). In another Ponemon insti-
tute’s report, the per capita cost of a data breach due to
human errors or negligence was $128 (Ponemon
2018b). These findings indicate that human errors in
security incidents cause tremendous economic cost to
organisations. In addition, European Union’s General

Data Protection Regulation (GDPR) comes into force
in 2018, which urges organisations to better train their
employees to be fully aware of the everyday security
risks. Because, the data breach incidents could cost a
lot more than just information. If a company is found
to be in breach of GDPR, it will be subject to fines of
4% of its annual global turnover or €20 million. To
sum up, insider threat has been going as an organis-
ation’s major concern.

Among the various forms of insider threats, a particu-
lar type of behaviour threat occurs quite often—the
behaviour that does not cause immediate consequences
but leaves vulnerability to the IS. For instance, selecting
an easy-to-guess password may not cause an immediate
data breach, or even a few minutes afterwards (as a fire
would), but continuing to use it may increase the risk
of getting hacked, and lead to a data breach in the end.
For another example, storing an organisation’s confiden-
tial data in an employee’s unauthorised USB stick may
not lead to an instant disclosure of data. However, with
the accumulation of time, the risk of data breach is
increasing. In one case, the USB stick may fall into the
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wrong hands in someday; then, the sensitive data could
be copied or recovered by malicious people. Other simi-
lar insecure behaviours can be writing down passwords,
delaying a backup, and sending unencrypted emails, etc.
The shared characteristic of these behaviours is that the
consequence caused by the behaviour is not immediate,
but can be delayed, which could put an organisation’s
IS in a vulnerable state until negative outcomes occur
sometime later. Such behaviour is a typical form of IS
security policy violation, which we name it as conse-
quence-delayed information security violation (CDISV).

CDISV has three particular characteristics: a. The ulti-
mate consequence caused by CDISV is delayed. The ulti-
mate outcome of CDISV does not unfold immediately,
but at some time in the future. b. CDISV is an indirect
cause of IS damage. Unlike other security violations,
such as malicious destruction of information, running
virus software, CDISV does not necessarily mean direct
attack or other IS sabotage. Instead, the behaviour may
provide opportunities for other people to further attack
or destroy the IS, in this case, it could become the indirect
cause of a security incident. c. The risk created by CDISV
could not be automatically eliminated. During the period
between CDISV happens and the ultimate consequence,
the organisation’s IS is in a vulnerable state, the risk will
always exist until the behaviour is corrected. CDISV rep-
resents a significant threat to an organisation’s IS, as it
makes the IS vulnerable waiting for security incidents
to happen, either attacked or exploited by insiders and
outsiders. Due to the three characteristics mentioned
above, employees easily overlook the seriousness of
CDISV if they only focus on the immediate outcome of
the behaviour rather than being aware of the possible
delayed consequences in the future.

The above attributes of CDISV indicate a research gap
in the existing literature. To our best knowledge, pre-
vious studies have not taken into account the temporal
delay between an employee’s CDISV and the conse-
quences. There can be a difference in an employee’s
security-related behaviour decision based on the evalu-
ation of immediate consequences and the decision
based on the evaluation of future consequences. Accord-
ing to expected utility theory, people’s decisions are
based on both the probability and utility of future events
(Kahneman and Tversky 1979; Schoemaker 1982). The
more heavily people discount the future events the less
certain they perceive it to be. In fact, people may perceive
the immediate consequence of a risky behaviour as quite
certain because they are immediately experienced,
whereas they may perceive the future consequences as
relatively uncertain because they are delayed. As the per-
ceivedpuncertaintypofydelayedgeconsequences increases,
the previous approach such as threat appraisal in

protection motivation theory (Boss et al. 2015; Johnston
and Warkentin 2010) and benefit/cost analysis in
rational choice theory (Bulgurcu, Cavusoglu, and Benba-
sat 2010) may lead people to decide to violate the security
policy. Based on these approaches, people will perceive
fewer risks and costs because of the perceived uncer-
tainty of delayed consequences. However, we would
like to argue that in addition to the risk assessment
based approaches, from a temporal perspective that
highlights employees’ long-term, future-oriented beliefs
and motivations in an organisation, we may find a way
to prevent CDISV.

In this study, we want to understand employees’
CDISV from a temporal perspective and examine two
parts of their decision process. The first part concerns
an individual’s mindset he or she used to evaluate the
possible delayed consequence in the current CDISV
decision-making. The way that individuals establish
this connection may enable them to make sense of
their current behaviour, even when the future is not
clear. This is especially important when people do not
have enough information to predict the delayed out-
comes of CDISV, but they are still expected to make
security decisions. These connections help individuals
answer questions such as whether or not it makes
sense to consistently avoid CDISV when immediate
harm is not caused every time, whether or not a current
behaviour is helping to achieve an ultimate security goal,
and whether or not it makes sense to sacrifice immediate
convenience for future security. The common trend
among these questions involves people making sense of
their current behaviour by evaluating the possible future
outcomes. We call this mindset long-term orientation
(LTO) and it can influence employees’ decisions on
CDISV. The second part concerns employees’ beliefs
and needs generated in an organisation’s context that
can influence the formation of LTO and consequently
affect their current behaviour decisions. According to
the stewardship theory (Davis, Schoorman, and Donald-
son 1997; Hernandez 2012), employees can see mutual
benefits and risks within their organisation, and an indi-
vidual’s self-goals can be achieved through the success of
the organisation. Since it usually takes time for an organ-
isation to succeed, employees who identify with an
organisation’s values and focus on the higher-order
needs (such as affiliation needs and growth needs) are
more likely to develop LTO. In the context of CDISV,
we argue that value identification and the fulfilments of
particular higher-order needs can increase employees’
LTO, which in turn may influence their CDISV. The
findings of this study can help organisations design the
IS security policies, security awareness training, as well
as the security features in information systems.

www.manaraa.com



The next section presents the theoretical background
and the development of the hypotheses. We then present
the data analysis and results. Finally, we discuss our
findings, implications for research and practice, and
limitations, and conclude our study.

2. Theoretical background and hypotheses
development

Figure 1 shows the research model. The four core con-
structs proposed in our model are long-term orientation,
value identification, trusted relationship fulfilment, and
growth needs fulfilment. Since it is difficult and even illegal
to monitor employees’ CDISV in reality, we used intention
of CDISV as a proxy, which is regarded to be highly cor-
related with behaviour (Ajzen 1988). We propose that
employees’ intention of CDISV is negatively influenced
by LTO. Further, LTO is positively influenced by employ-
ees’ value identification of avoiding CDISV, trusted
relationship fulfilment, and growth needs fulfilment.

2.1. Long-term orientation

In this study, LTO is conceptualised as an individual’s
mindset viewing the outcomes of CDISV over a long
period of time. Mindset refers to people’s general atti-
tudes and the way they typically think about things (Sin-
clair 2003). It determines how an individual engages in
events or views reality (Armstrong and Hardgrave
2007). LTO and similar concepts have appeared in the
literature of psychology, marketing, management, etc.,
using terms such as ‘managing for the long run’ (Miller
and Le Breton-Miller 2005), future orientation (Das
and Teng 1997), consideration of future consequences
(Strathman et al. 1994), conceptions of the future (Kar-
niol and Ross 1996), and long-term orientation
(Bearden, Money, and Nevins 2006; Hofstede 1991;
Lumpkin, Brigham, and Moss 2010). Generally speaking,
the literature has viewed LTO in several ways. Hofstede
(1991) suggested LTO as a dimension of national values,
which captures the extent to which a group of people
have a future-oriented perspective rather than focusing
on the present. Hofstede (1991) viewed LTO as a cultural
difference; other literature has suggested that LTO may
also be a variance in the form of organisation difference
and individual difference. Lumpkin and Brigham (2011)
defined LTO as ‘the tendency to prioritise the long-range
implications and impact of decisions and actions that
come to fruition after an extended time period.” They
described it as an organisation’s dominant logic, which
is ‘a mindset or a worldview or conceptualisation of
thesbusinessyandstheradministrativestools to accomplish
goals and make a decision in the business’ (Prahalad
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and Bettis 1986). Bearden, Money, and Nevins (2006)
defined LTO on an individual level as ‘the cultural
value of viewing time holistically, valuing both the past
and the future rather than deeming actions important
only for their effects in the here-and-now or the short
term.” Das and Teng (1997) described a similar concept,
future orientation, as ‘individuals’ psychological attri-
butes regarding their perception of the future and the
flow of time.” In agreement with the latter literature,
our understanding of LTO in this study actually reflects
an individual difference in regards to viewing the delayed
consequence of CDISV.

Previous research has suggested that LTO has signifi-
cant implications for people’s choice of behaviour in an
organisation. Studies have found that people with a LTO
mindset within an organisation achieve better joint out-
comes in integrative negotiations (Mannix, Tinsley, and
Bazerman 1995) and are less likely to deplete organis-
ational resources (Mannix 1991; Mannix and Loewen-
stein  1993). Employees who consider future
consequences more are less likely to violate organis-
ational rules (Takemura and Komatsu 2012). Employees
with LTO often behave well beyond current legal
requirements and avoid the compliance costs that
come with stricter laws (Wang and Bansal 2012).
Employees with a high degree of LTO and therefore
have high consideration of future consequences are
more likely to engage in prosocial behaviour (Joireman
et al. 2006; Strathman et al. 1994) and be more safety-
conscious (Graso and Probst 2012).

The theoretical basis for why an employee generates
LTO is associated with a stewardship philosophy
(Davis, Schoorman, and Donaldson 1997; Hernandez
2012; Le Breton-Miller and Miller 2011). Hernandez
(2012) defined stewardship as ‘the extent to which an
individual willingly subjugates his or her personal inter-
ests to act in protection of others’ long-term welfare.’ The
stewardship theory assumes that employees who hold a
stewardship philosophy are collectivists, pro-organis-
ational, and trustworthy rather than individualistic,
opportunistic, and self-serving (Davis, Schoorman, and
Donaldson 1997). This collectivism tendency is built
upon the covenantal relationship between employees
and their organisations. A covenantal relationship
suggests that employees and organisations make a com-
mitment to a shared set of values and a maximisation of
the wellbeing of both the employee and the organisation
(Joireman et al. 2006). It binds both the organisation and
its employees to work toward a common goal without
taking advantage of each other (Hernandez 2012).
According to the theory, as long as employees want to
share the benefits and risks together with an organis-
ation, they are more likely to evaluate the consequences
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Figure 1. Research model.

of their behaviour with a long-term mindset, because any
loss for the organisation means a loss for them in the
end.

In the current study, the reason why employees
choose to avoid CDISV could be the belief that they
would share the benefit with their organisation if they
avoid the delayed consequences of CDISV. If the organ-
isation’s interest is hurt, so do themselves in the end. For
this reason, a LTO mindset could help them to make
appropriate decisions for the current behaviour.

Drawing from Lumpkin and Brigham (2011), LTO is
a multidimensional construct composed of three dimen-
sions: (1) continuity, which addresses the necessity to
keep doing a right thing; (2) futurity, which reflects a
concern for future consequences; and (3) perseverance,
which highlights how present decisions and actions
affect the future. We discuss these three dimensions in
more detail below.

Continuity is the belief that it is valuable to keep doing
a right thing, consistently, without exception. In other
words, people with continuity believe that what is right
is worthy of preservation. Continuity emphasizes the
present and future through repetition (such as making
the same choice at ‘all times’ or ‘every time’) to convey
the ongoingness and repetitiveness of actions. Her-
shfield, Cohen, and Thompson (2012) found that people
who hold continuity beliefs are more likely to make ethi-
cal decisions. In the context of an organisation, employ-
ees’ belief of continuity means an alignment between
their ongoing decisions and the existing consensus
madeywithinithejorganisationssuchrassstrategies and pol-
icies (Moss, Payne, and Moore 2014). In a context of IS

Long-term
orientation

Perseverance

Intention
of CDISV

Notes:

First-order construct

Second-order construct ©

security, it means employees respect the IS security pol-
icies and view compliance as the correct practice that
should be preserved.

Regarding CDISV, an employee with a high degree of
continuity may believe that avoiding CDISV at work has
value; therefore, persisting with such behaviour is still
valuable in the future as it is now. Such persistence
would cause the employee to avoid CDISV every time
he or she confronts risky situations.

Futurity is the belief that the process of forecasting,
planning, and evaluating the long-range consequences
of current actions has utility (Lumpkin and Brigham
2011). Individuals with futurity pay more attention to,
care more about, and give greater weight to the possible
future outcomes of their current behaviour when making
decisions about how to behave (Joireman et al. 2006).
Zimbardo, Keough, and Boyd’s (1997) five-factor
model may be used to identify an individual’s future
orientation. Zimbardo and colleagues suggested that
individuals with future orientation actively plan for
and strive to meet future goals. They see themselves as
achievers, tend to be conscientiousness and have a pre-
ference for consistency. Individuals with futurity gener-
ally avoid sensation seeking, aggression, impulsivity,
and risk-taking because such behaviours are antithetical
to future success (Zimbardo, Keough, and Boyd 1997).
Previous empirical studies have also shown that
decision-makers who have a high degree of futurity
make less risky decisions (Das and Teng 1997).

In the context of CDISV, an employee with a high
degree of futurity may take both current and future con-
sequences of behaviour into consideration. For example,
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when an employee thinks about using a personal unen-
crypted USB drive to store confidential corporate data,
he or she may consider whether or not the data could
be leaked if the drive fell into the wrong hands in the
future. Since employees with a high degree of futurity
value the future impact of current behaviour, the unde-
sired future outcomes may prevent the CDISV.

Perseverance is the belief that efforts made today will
pay off in the future (Lumpkin and Brigham 2011).
People with perseverance are typically willing to sacrifice
immediate benefits in order to get long-term benefits.
These individuals believe that certain behaviours are
worthwhile because of future benefits, even though
immediate outcomes are relatively undesirable or require
immediate costs. They are willing to sacrifice immediate
benefits like pleasure or convenience in order to achieve
more desirable future states (Strathman et al. 1994).
Bearden, Money, and Nevins’s (2006) study of LTO
used items such as ‘I don’t mind giving up today’s fun
for success in the future’ that were suggestive of persever-
ance. The trade-offs between short-term costs and long-
term benefits have been discussed in the context of
organisations extensively. Researchers have considered
organisational citizenship behaviour to be a social
dilemma (Joireman et al. 2006) in which short-term indi-
vidual and long-term collective interests are at odds
(Komorita and Parks 1994). Joireman et al. (2006)
found that employees who place greater value on future
outcomes than immediate outcomes are more likely to
engage in organisational citizenship behaviour.

In the context of CDISV, an employee with a high
degree of perseverance may believe that it is worth
sacrificing immediate fun or convenience if such behav-
iour can ensure IS security in the future. However, most
employees are not rewarded for complying with security
policy (Vroom and von Solms 2004). In fact, complying
with IS security policies can be time-consuming or bur-
densome and may require additional efforts (Bulgurcu,
Cavusoglu, and Benbasat 2010; Vroom and von Solms
2004; Warkentin, Davis, and Bekkering 2004). Since
CDISV may be highly embedded into work (e.g. using
an unencrypted USB device), it may seem costly to
keep avoiding such behaviours in the absence of a formal
reward (Straub and Welke 1998). However, if employees
have the belief of perseverance, they may value the effec-
tiveness of their actions, believe that the efforts made
today will be paid back in the future, and therefore over-
come the current inconvenience. As a result, employees
with such beliefs may have more chances to sacrifice
immediate benefits to keep avoiding CDISV in order to
contribute to a long-term safety environment.

Togetherpemployees’ nbTOp(formed by continuity,
futurity, and perseverance) may negatively influence
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their intention of CDISV. Thus, we generated our first
hypothesis:

H1: The degree of an employee’s LTO is negatively
associated with the employee’s intention of CDISV.

2.2. Antecedents of LTO

Since LTO plays an important role in decreasing an
employee’s CDISV, it is worthy of discussing what fac-
tors facilitate employees to create a LTO. Scholars have
proposed that higher order needs, intrinsic factors, and
identification are important in motivating individuals
to become stewards of the organisation (Davis, Schoor-
man, and Donaldson 1997; Hernandez 2012). The fulfil-
ment of the higher order needs can be seen as intrinsic
rewards for steward-like employees. These rewards
include opportunities for growth, achievement, affilia-
tion, and self-actualisation (Davis, Schoorman, and
Donaldson 1997), which can be found in need theories
(Alderfer 1972; Maslow et al. 1970; McClelland 1975).
These rewards are similar in that they are time-consum-
ing and difficult to obtain through the individual’s own
power. Since a steward-like employee’s interests and
the organisation’s interests are consistent, such an indi-
vidual’s needs can be satisfied via the organisation’s
achievements over a relatively long period. Davis,
Schoorman, and Donaldson (1997) also recognised that
identification with and commitment to the organisation
can facilitate an individual’s motivation to promote the
success of the organisation (Hernandez 2012). In
CDISV context, we will argue that an employee’s LTO
is associated with two types of psychological factors:
value identification and the fulfilment of higher-order
needs.

2.2.1. Value identification

Identification refers to the belief in and acceptance of an
organisation’s mission, vision, and objectives (Mael and
Ashforth 1992). Identification is an important psycho-
logical profile of a steward-like employee who holds a
LTO mindset. An employee with a high degree of
identification will believe it makes sense to work toward
an organisation’s goals, solve problems, and overcome
barriers that prevent the consistent, successful com-
pletion of tasks and assignments (Davis, Schoorman,
and Donaldson 1997). A strong identification with and
belief in an organisation’s goals enhance the employee’s
willingness to exert considerable efforts on behalf of the
organisation in order to achieve a shared goal in the
future (Mowday, Porter, and Steers 2013; O’Reilly and
Chatman 1986). In general, researchers have agreed
that identification leads to employees believing that help-
ing organisations accomplish their objectives in the long
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run is important (Besharov 2014). When employees have
a high identification with the organisational goals, they
are more likely to be long-term oriented because they
understand that achieving goals usually requires time.

There could be various types of identification regard-
ing an organisation’s value, mission, or vision. We
specifically define value identification (VI) in the context
of CDISV as the extent to which employees identify with
the meaning and value of the IS security that an organ-
isation preaches. As we have already indicated, due to
the fact that there could be a delay between the behaviour
and the consequence, it usually takes time and effort to
evaluate the effectiveness of IS security measures and
the outcome of employees’ behaviours. Employees who
recognise and accept the underlying value of the security
behaviour may think it is necessary to avoid CDISV con-
sistently, even when the information about the delayed
consequence is not clear. We propose that value identifi-
cation will make employees recognise the necessity of
considering the long-term consequences of CDISV.
Thus, we generated a second hypothesis:

H2: An employee’s value identification of the meaning
and value of IS security is positively associated with
the employee’s LTO with respect to CDISV.

2.2.2. Fulfilment of higher-order needs

As the stewardship theory suggests, the fulfilment of
higher-order needs as intrinsic motivations is important
in generating LTO (Davis, Schoorman, and Donaldson
1997; Hernandez 2012). Examples of higher-order
needs are esteem, achievement, opportunities for growth,
affiliation, self-actualisation, etc., which can be found in
need theories (e.g. Alderfer 1972; Maslow et al. 1970).
The fulfilment of higher-order needs is seen to be an
intrinsic reward for steward-like employees (Davis,
Schoorman, and Donaldson 1997). These rewards are
similar in that they are time-consuming and difficult to
obtain through the individual’s own power. Since a stew-
ard-like employee’s interests and an organisation’s inter-
ests are consistent, such an individual’s needs can be
satisfied via the organisation’s achievements over a rela-
tively long period. Therefore, employees could generate
LTO regarding a specific behaviour by the satisfaction
of such higher-order needs via that behaviour.

In the context of our research, we propose that two
types of higher-order needs are relevant to CDISV: the
need for a trusted relationship and the need for growth.
Trusted relationship fulfilment (TRF) refers to an
employee’s perception of the extent to which avoiding
CDISV fulfils his or her need for developing a trusted
relationship. A trusted relationship is a higher-order
needythatyassteward=likesemployeespursues in an organ-
isational environment (Davis, Schoorman, and

Donaldson 1997). Maintaining relationships is a
dynamic process. People must continually invest time
and effort to maintain an established relationship. There-
fore, if an individual perceives that behaviour can help
him or her to enhance a relationship, he or she may
think it is worth engaging in such behaviour consistently.
Regarding CDISV, avoiding CDISV at work can help an
employee to establish a trusted relationship, for the
behaviour usually protects the confidentiality and integ-
rity of work data and therefore protects the work of other
colleagues. Employees who rarely engage in CDISV may
be regarded as responsible and trusted co-workers
(Flowerday and von Solms 2005). However, the trusted
relationship requires time to establish and maintain. As
a result, individuals who perceive the benefits of avoiding
CDISV in terms of trusted relationship development
may generate a LTO and believe that continuing to
avoid CDISV is meaningful. In this case, they take into
consideration the long-term influence of CDISV on the
maintenance of the trusted relationship. Thus, we gener-
ated a third hypothesis:

H3: An employee’s trusted relationship fulfilment is
positively associated with the employee’s LTO.

Growth needs fulfilment (GNF) refers to an employee’s
perception of the extent to which avoiding CDISV is able
to fulfil his or her need for growth. In the current context,
growth typically refers to the knowledge of IS security and
the ability to deal with security-related situations. IS devel-
ops very quickly. Learning to use new technology and
solve problems in a new system can give people the feeling
of achievement and therefore increase an individual’s will-
ingness to keep using the system (Au, Ngai, and Cheng
2008). The feeling of self-growth arises when people con-
front what they view as an optimal challenge (Deci and
Flaste 1995). These findings about higher-order needs
and performance are consistent with the assumptions of
the stewardship theory, which notes that an employee’s
personal needs are met by working toward organisational,
collective ends (Davis, Schoorman, and Donaldson 1997).
In the context of CDISV, employees who have growth
needs are willing to master security-related knowledge
and are able to deal with different risky situations and
solve security problems, which offers employees opportu-
nities to demonstrate their capabilities at work. For
example, in order to avoid downloading suspicious files
from the Internet, employees should instead be able to
find more secure sources. The feeling of personal achieve-
ment can be seen as an intrinsic reward. In order to prac-
tice this capability, employees may be willing to think
more about the possible consequences of CDISV, includ-
ing consequences in the future, which may generate LTO.
Thus, we generated a fourth and final hypothesis:
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H4: An employee’s growth needs fulfilment is positively
associated with the employee’s LTO.

2.3. Control variables

Our model includes eight control variables: gender, age,
type of contract, years of working in the company, years
of computer use, information technology (IT) knowl-
edge, and two dummy variables for controlling the
effects of three violation scenarios. Previous literature
has confirmed that younger people and males are more
likely to engage in illicit behaviour (Leonard and Cronan
2005; Pratt et al. 2006). IS literature has also suggested
that computer experience is negatively related to tech-
nology misuse (Loch and Conger 1996). We further pre-
dict that a lack of IT knowledge may be a reason for
CDISV and may relate to an individual’s needs for
growth. Years of working in the company and the type
of contract may be relevant to an employee’s stewardship
behaviour. Research has indicated that longer employ-
ment may promote LTO (Miller and Shamsie 2001;
Zahra 2005).

3. Methodology

IS security research has used three methods for measur-
ing the dependent variable: generic measures, specific
measures without the context, and specific measures
with the context (Siponen and Vance 2014). Of these
three methods, we selected specific measures with the
context, or scenarios, to measure the dependent variable
for two reasons. The first reason was that it provides
more details and contextual specificities (Nagin and
Paternoster 1993). This is important because infor-
mation security actions can be context specific; for
example, depending on the work the employees do, the
common CDISV in each environment may be different.
We collected data from a large organisation operating in
different countries with different departments. If we used
generic measures such as ‘T use insecure USB practices,’
people may have different interpretations toward the
behaviour due to the lack of specific conditions. The
use of scenarios allowed us to provide the same and
sufficient information for all employees regarding the
noncompliance. The second reason for selecting the
scenario method was its nonintrusive way of responding
to sensitive issues (Nangin and Pogarsky 2001).

3.1. Scenario design

In order to make realistic and believable scenarios, we
designedsthesscenariosytogetherswithythe security man-
agers of the company where we collected the data.
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First, the security managers listed the IS security pro-
blems that concerned them, covering a wide range of
issues such as the secure use of mobile devices, secure
emailing, secure behaviour when travelling, and secure
use of the Internet. Based on their list, we composed
specific scenarios. The security managers then evaluated
whether or not these scenarios were relevant to their situ-
ations, and they helped edit them. After two rounds of
modifications, we finalised three scenarios that were
regarded as the most relevant to the company:
unauthorised portable devices for storing corporate
data, sending unencrypted emails, and downloading sus-
picious files from the Internet. The specific scenarios are
shown in Appendix A.

3.2. Instruments

Guided by Siponen and Vance (2014), who suggested
measuring specific examples of IS security policy viola-
tions to get more accurate measures, we used specific
scenarios as described above. In addition, we measured
both the dependent variable and the independent vari-
ables in specific ways. For example, to measure intention,
we asked, ‘If you were Newman, what is the likelihood
that you would have copied the file onto a personal
unencrypted USB stick? To measure continuity, we
asked respondents to evaluate statements such as, ‘It is
valuable that I always avoid the behaviour without
exception.” In the survey, we explained that ‘the behav-
iour’ referred to Newman’s action as described in the
scenario (e.g. copying the file onto a personal unen-
crypted USB stick). We measured the dependent vari-
able, intention of CDISV, using two items adapted
from D’Arcy, Hovav, and Galletta (2009).

We treated LTO as a formative construct. Concep-
tually, the three dimensions (continuity, futurity, and
perseverance) share similarities to the extent that they
describe a single construct (LTO), but they also each
explain a different facet of the LTO construct (Brigham
et al. 2014). Therefore, we formatively constructed
LTO by three reflective first-order constructs (e.g. conti-
nuity, futurity, perseverance). We measured continuity
(LTO_C), futurity (LTO_F), and perseverance
(LTO_P) using two items adapted from Brigham et al.
(2014). We measured value identification (VI) using
two items adapted from Davis, Schoorman, and Donald-
son (1997). We measured trusted relationship fulfilment
(TRF) using two items adapted from Deci et al. (1991).
We adapted the three items that measured growth
needs fulfilment (GNF) from Alderfer (1972). We
assessed the measures for dependent and independent
variables using a 7-point Likert scale. Aside from the
scale of intention of CDISV (INT1) that was anchored
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from 1 (very unlikely) to 7 (very likely), the rest of the
item scales were anchored from 1 (strongly disagree) to
7 (strongly agree). For the control variable of gender,
male was coded as 1 and female was coded as 2. Age
was categorised into 1 (18-25), 2 (26-35), 3(36-45), 4
(46-55), 5(56-65), and 6(66 and above). For the type
of work contract, a fixed term contract was coded as 1,
and a permanent term contract was coded as 2. We
measured IT knowledge using a 7-point Likert scale ran-
ging from 1 (very low) to 7 (very high). The region of the
country was categorised into 1 (Canada), 2 (Hong Kong),
3 (Singapore), 4 (South Africa), 5 (United Kingdom),
and 6 (United States). We measured both the time work-
ing in the company and the time of computer use in
years. We used two dummy variables to represent the
three categorical scenarios (Sumo et al. 2016; Vinzi et
al. 2010). They were coded as follows: Scenario 1 (Dum-
mySl=1, otherwise=0), Scenario 2 (DummyS2=1,
otherwise = 0). Scenario 3 (Both DummyS1 and Dum-
myS2 were coded as 0). The full instrument is provided
in Appendix B.

3.3. Pilot study

We conducted a pilot study before the primary data col-
lection. Since the wordings were just slightly different
among the three scenarios, we used one scenario
(unauthorised portable devices for storing corporate
data) to pilot the survey. We invited our faculty mem-
bers, PhD students, and any researchers familiar with
the topic to complete the survey and provide comments
on our questions. The pilot sample size was 39. We
assessed reliability by using Cronbach’s o, and the con-
vergent and discriminant validity by using principal
components analysis. The assessment indicated accepta-
ble results for the instrument.

3.4. Sample and data collection

We conducted the primary data collection at a global
insurance company that owns offices in more than 70
countries, has more than 3,500 employees, and serves
more than 160 countries. The security manager
suggested that we randomly send the survey to 670
employees in the following six countries: Canada, Hong
Kong, Singapore, South Africa, the United Kingdom,
and the United States. We composed the survey in Eng-
lish and made it available online. We sent an email to
each selected employee that contained the consent state-
ment as well as the survey link. In order to maximally
respect employees’ rights, the statement informed that
employeesyweresinvitedstopvoluntarilysparticipate in the
survey to help improve the organisation’s IT

environment; their answers were kept anonymous and
only for research purpose; some demographic information
was requested only needs to be answered if they are willing
to. Employees were free to choose whether answering the
survey or not. They will not be identified in any ways
through their answers. We randomly assigned each
respondent to one of the three scenarios and correspond-
ing questions. The duration of the data collection was 18
days. We received 170 responses, a response rate of
25.4%, after a single reminder on the 10 th day. The demo-
graphic information is shown in Table 1.

To test the nonresponse bias, we followed the post-hoc
strategy for estimating nonresponse errors as proposed
by Sivo et al. (2006). We compared the early one-third
of the respondents (N =56) to the last one-third of the
respondents (N = 56) for all answers. All ¢-test compari-
sons between the means of the early and late responses
showed no significant differences, which indicates the
nonresponse bias is not a problem in this study.

4, Data analysis and results

We tested the proposed model empirically by using the
partial least square-based structural equation modelling
(PLS-SEM) technique, with the statistical software pack-
age SmartPLS v3 .2 .7 (Ringle, Wende, and Becker 2015).

Table 1. Demographic information.

Demographics Frequency Percentage
Gender
Male 89 52.4%
Female 81 47.6%
Age
18-25 4 2.4%
26-35 34 20.0%
36-45 45 26.5%
46-55 53 31.2%
56-65 31 18.2%
66 and above 3 1.8%
Type of work contract
Fixed term 35 20.6%
Permanent term 135 79.4%
IT knowledge
1 (Very low) 4 2.4%
2 13 7.6%
3 24 14.1%
4 54 31.8%
5 44 25.9%
6 18 10.6%
7 (Very high) 13 7.6%
Country of origin
Canada 8 4.7%
Hong Kong 10 5.9%
Singapore 15 8.8%
South Africa 3 1.8%
United Kingdom 34 20.0%
United States 100 58.8%
Participants in each scenario
Scenario 1 56 32.9%
Scenario 2 50 29.4%
Scenario 3 64 37.6%
Note: N=170.
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The reasons for using PLS in this study are, first, our
model includes a formative construct (i.e. LTO) and
PLS is particularly well suited to estimate this type of
model (Hair et al. 2017). Second, variance-based SEM
techniques provide better results than covariance-based
SEM techniques when estimating complex models with
higher-order constructs (e.g. LTO) (Becker et al. 2012).
Third, PLS-SEM has less restricts on sample distri-
butions and sample size.

4.1. Evaluation of model fit

Henseler, Hubona, and Ray (2016) recommend the
evaluation of global model fit as the preliminary step of
PLS model assessment. They suggest examining the fol-
lowing model fit indexes: (1) the standardised root mean
squared residual (SRMR); (2) the unweighted least
squares discrepancy (dyrs); and (3) the geodesic discre-
pancy (dg). The SRMR is defined as the difference
between the observed correlation and the model implied
correlation matrix. Henseler et al. (2013) introduced the
SRMR as a goodness of fit measure for PLS-SEM, which
can be used to avoid model misspecification. A value less
than 0.08 (Hu and Bentler 1998) is considered a good fit.
The dyrs and dg are the measures that quantify how
strongly the empirical correlation matrix differs from
the model-implied correlation matrix. The lower the
durs and dg, the better the theoretical model’s fit (Dijk-
stra and Henseler 2015). The confidence interval should
include the original value. Hence, the upper bound of the
confidence interval should be larger than the original
value of the fit criteria to indicate that the model has a
good fit. Our results in Table 2 revealed that the SRMR
value is 0.046 that is below the threshold of 0.08 for
acceptable fit in PLS-SEM. The tests of model fit indexes
are all below the upper bound of the confidence interval
at 99% percentiles (HI99)." This implies that this model
cannot be rejected (Henseler, Hubona, and Ray 2016).

4.2. Assessment of the measurement model

For the reflective constructs, we assessed internal consist-
ency and convergent validity by examining item loading,
Cronbach’s a, composite reliability, and average variance
extracted (AVE) (Gefen and Straub 2005). We compared
the results (Table 3) with the commonly accepted

Table 2. Model fit.

Value HI95 HI99
SRMR 0.046 0.043 0.047
duis 0.449 0.379 0.468
de 0.517 0.840 0.980
dca 0.364 0.399 0.495
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guidelines. For reliability, the composite reliability of the
constructs was greater than 0.8 (Nunnally 1978), and
Cronbach’s a was greater than 0.7 (Chin 1998). For con-
vergent validity, indicator loadings exceeded 0.7 (Chin
1998), and AVE for each reflective construct exceeded
0.5. We performed a bootstrap with 1,000 resamples
and examined the t-values of the outer model loadings.
All the indicators exhibited loadings that were significant
(p<0.001), denoting strong convergent validity.

For the discriminant validity, all items loaded higher
on their respective constructs than on the other con-
structs, and the cross-loading differences were much
higher than the suggested threshold of 0.1 (Gefen and
Straub 2005; Table 4). The square root of the AVE of
each construct was higher than the inter-construct corre-
lations (Fornell and Larcker 1981; Table 5). The corre-
lations among all constructs were all well below the
0.90 thresholds, suggesting that all constructs were dis-
tinct from each other (Herath and Rao 2009).

In the model, LTO is a second-order construct. It is a
reflective-formative type of hierarchical component
model. LTO is formatively constructed by three reflective
first-order constructs (i.e. continuity, futurity, persever-
ance). We followed the two-stage approach suggested
by Ringle, Sarstedt, and Straub (2012) to test the hier-
archical component model. First, we used the repeated
indicators approach to obtain the latent variable score
for the lower order components. Second, we used the
latent variable scores as manifest formative indicators
of the second-order construct (Wetzels, Odekerken-
Schroder, and van Oppen 2009).

We validated our formative construct—LTO, separ-
ately from the reflective constructs. The weights of indi-
cators contributing to LTO were all significant, which
denotes good validity. Additionally, we examined the
variance inflation factor (VIF) statistic for the three indi-
cators. The VIF score was no more than 1.9, well below
the 3.3 thresholds (Petter, Straub, and Rai 2007), which
means that multicollinearity does not exist in the
model and that the model has good reliability. Based
on these tests results, we conclude that LTO has
sufficient construct validity and reliability.

Our validation results suggest that all reflective
measures demonstrated satisfactory reliability and con-
struct validity and that the formative measures demon-
strated satisfactory construct validity and no significant
multicollinearity. Therefore, all of the measures were
valid and reliable.

4.3. Common method variance

We also assessed the common method variance (CMV).
Because we collected the data from a single source (i.e. an
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Table 3. Reliability and convergent validity for reflective constructs.

Construct Sub-construct Indicator Loading t-statistic Residual Cronbach’s a Composite reliability AVE

INT N/A INT1 0.93 47.61%%* 0.14 0.85 0.93 0.87
INT2 0.94 55.92%%* 0.12

LTO LTO_C LTO_C1 0.95 84.90%** 0.10 0.90 0.95 0.91
LTO_C2 0.96 127.44%** 0.09

LTO_F LTO_F1 0.90 32.13%%* 0.20 0.77 0.90 0.81
LTO_F2 0.91 27.50%%* 0.18

LTO_P LTO_P1 0.93 45.23%** 0.14 0.84 0.93 0.86
LTO_P2 0.93 60.57%** 0.14

Vi N/A Vi 0.94 79.23%* 0.1 0.88 0.94 0.89
VI2 0.94 88.88*** 0.1

TRF N/A TRF1 0.95 55.42%% 0.09 0.91 0.96 0.92
TRF2 0.96 88.36*** 0.08

GNF N/A GNF1 0.92 59.21%* 0.15 0.83 0.90 0.75
GNF2 0.83 17.63%** 0.32
GNF3 0.84 19.52%** 0.30

individual employee) at a single point in time, CMV
could unduly sway the results (Podsakoff et al. 2003).
We attempted to mitigate this bias by adopting multiple
techniques. Specifically, we used both procedural reme-
dies and statistical remedies.

As for the procedural remedies, we first conducted
pilot studies for the questionnaire to eliminate ambigu-
ous items. Second, we informed the participants that
their responses would be confidential and assured them
that there were no right or wrong answers. Third, we
used a nonintrusive method of technical scenarios to
let the participants imagine the situation described
before making their decisions rather than ask them
about their own behaviour directly. Finally, we randomly
sorted the question order to reduce hypothesis guessing.

As for statistical remedies, since each method used by
previous studies had advantages and disadvantages
(Chin, Thatcher, and Wright 2012), we used several
methods to identify the problem collectively. First, we
conducted Harman’s one-factor test by including all
items in a principal components factor analysis (Pod-
sakoff et al. 2003). Evidence for CMV exists when one
factor accounts for most of the covariance. The results
revealed four factors with no single factor accounting

Table 4. Loadings and cross-loadings.

for a majority (<50%) of variance, suggesting no substan-
tial CMV among the scales. Second, we used a partial
correlation method (Lindell and Whitney 2001; Pod-
sakoft et al. 2003). Given that we did not include any
constructs that were completely theoretically unrelated
to one or more constructs in our model, we followed
Pavlou, Liang, and Xue (2007) and used a construct
that was weakly related to other constructs as the marker
variable. We used its average correlation with the princi-
pal study variables (r=0.026) as the CMV estimate. Fol-
lowing Malhotra, Kim, and Patil (2006), we developed a
CMV-adjusted correlation matrix and examined the
CMV-adjusted structural relationships in our research
model.> We found no changes in significance after
accounting for the distinct construct, suggesting the
effect of CMV was minimal. Finally, we followed Lindell
and Whitney (2001), Malhotra, Kim, and Patil (2006),
Richardson, Simmering, and Sturman (2009), and Wil-
liams, Hartman, and Cavazotte (2010) to conduct a
confirmatory factor analysis (CFA) marker test in
AMOS 22. Specifically, to assess method variance, we
specified a hypothesised method factor as an underlying
driver of all of the indicators in the measurement model.
The fit indices of the model including the method factor

Construct Sub-construct Indicator INT LTO_C LTO_F LTO_P Vi TRF GNF
INT N/A INT1 0.93 —0.56 —0.29 —0.45 —0.47 —0.40 —0.39
INT2 0.94 —0.58 —0.38 —0.47 —0.54 —0.50 —0.31

LTO LTO_C LTO_C1 —0.57 0.95 0.53 0.54 0.75 0.53 0.54
LTO_C2 —-0.59 0.96 0.64 0.62 0.78 0.59 0.57

LTO_F LTO_F1 —0.30 0.48 0.90 0.61 0.54 0.47 0.37

LTO_F2 -0.36 0.63 0.91 0.52 0.71 0.46 0.44

LTO_P LTO_P1 —0.44 0.56 0.61 0.93 0.55 0.55 0.35

LTO_P2 -0.47 0.58 0.56 0.93 0.51 0.58 0.39

VI N/A VI —0.50 0.77 0.64 0.50 0.94 0.54 0.47
VI2 —-0.52 0.75 0.67 0.57 0.94 0.60 0.51

TRF N/A TRF1 —0.45 0.54 0.47 0.56 0.55 0.95 0.49
TRF2 —0.47 0.59 0.52 0.61 0.60 0.96 0.52
GNF N/A GNF1 —0.36 0.60 0.42 0.37 0.55 0.49 0.92
GNF2 —0.28 0.42 0.38 0.35 0.39 043 0.83
GNF3 —0.32 0.48 0.36 0.31 0.39 0.44 0.84
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Table 5. Latent variable correlations and the square root of AVE.
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Construct Mean Standard deviation INT LTO Vi TRF GNF
INT 2.65 1.89 0.92

LTO 5.76 1.25 —-0.61 -

VI 5.83 1.06 —0.54 0.83 0.94

TRF 5.06 1.23 —0.48 0.64 0.60 0.96

GNF 5.39 1.21 —0.38 0.59 0.52 0.53 0.87

Note: Bold items are the square root of the AVEs.

were not significantly better than the original one (x* =
24.976, df =15, p=0.0503). All the results mentioned
above collectively suggest that the CMV was not serious
in our study.

4.4. Theoretical model test

4.4.1. The main effects model

Our PLS results of the full model were consistent with
our theory, as shown in Figure 2. LTO had a significant
negative effect (path coefficient =—0.58, p <0.001) on
intention of CDISV, which supports H1. VI had a signifi-
cant positive effect (path coeflicient = 0.64, p <0.001) on
LTO, which supports H2. TRF had a significant positive
effect (path coefficient=0.17, p <0.05) on LTO, which
supports H3. GNF had a significant positive effect
(path coeflicient=0.17, p <0.05) on LTO, which sup-
ports H4.

LTO explained 43% of the variance in the intention of
CDISV. VI, TRF, and GNF collectively explained 74% of
the variance in LTO. For the control variables, contract
type and two dummy variables representing the three
scenarios are significant. In summary, the results provide
support for all of the hypotheses we proposed.

4.4.2. The mediation effect

We also tested the possible mediation effect in the model.
This study follows the guidelines for testing mediation
effects in PLS-SEM (Nitzl, Roldan, and Cepeda 2016;
Preacher and Hayes 2008, Zhao, Lynch, and Chen
2010). The method suggests that, first, using a bootstrap
procedure to test the significance of indirect effect from
the independent variable to the dependent variable via
the mediator. If the indirect effect is significant, there
exists a mediation effect. Second, determine the type of
mediation. If the indirect effect is significant whereas
the direct effect is not significant, it means it is a full
mediation. By contrast, if the direct effect is significant,
then it is a partial mediation. The mediation test is
implemented in SmartPLS 3.2.7 (Hair et al. 2017).
Table 6 lists the testing results. The results show that
LTO partially mediates the relationship between VI
and INT, and the relationship between TRF to INT.
ThejindirecteffectfromyGNF toINTmearly reaches a sig-
nificant level (p = 0.07), and the respective direct effect is

not significant, indicating a marginally significant full
mediation.

5. Discussion
5.1. Main findings

The empirical results supported all our hypotheses. We
found that LTO significantly decreases employees’
CDISV intention (H1 was supported). This finding is
consistent with previous studies suggesting that LTO
decreases an individual’s risk-taking behaviours, includ-
ing entrepreneurs’ risk decisions (Das and Teng 1997),
risky life behaviours such as smoking or using drugs
(Keough, Zimbardo, and Boyd 1999), and employees’
rule violation in organisations (Takemura and Komatsu
2012). Specifically, our results suggest that employees
who hold the three long-term related beliefs in mind
are less likely to engage in CDISV, as they (1) respect
the value of consistent good security practices, (2) take
future consequences of current behaviour into account,
and (3) are willing to sacrifice immediate benefit to
achieve long-term security goals. Although the three
dimensions represent different facets of the LTO, the
results reveal that the strength of each dimension is
not equal in our CDISV context. The weight of continu-
ity (weight = 0.76) is higher than that of futurity (weight
=0.16) and perseverance (weight = 0.18), indicating that
an employee’s belief of whether one should always com-
ply with the security policy without exception represents
a main form of LTO. An explanation for the weight vari-
ation could be that futurity and perseverance may
require employees to evaluate the potential negative
influence on organisations due to their violation and
whether the outcome is worth their efforts. Such evalu-
ations may require further security-related experience
or knowledge. While, continuity is a more simple belief
in terms of whether a behaviour is allowed or not in pol-
icy, which is easy to generate. Another reason is that con-
tinuity may be already a mature belief for our sample
participants thanks to the organisation’s security train-
ing, however, the current training may lack of the con-
tent focusing on the other two facets of LTO, futurity
and perseverance, which needs improvement in the
future training design.
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| LTO Cl1 || LTO C2 || LTO F1 || LTO F2 || LTO P1 || LTO P2 |

X 4
0.95%*%  (.96%** 0.90%%*  0.91*** 0.93%**%  (,93%***
0.94% %3 0.76%** 0.16* 0.18%
VI2
TRF1 0.95%%% 0.93% INTI
TRF2 0.96%* 0.4 INT2
GNF1 0.90%#%
GFN2 0.83%%+ >@/
0.84%%x _--"
GNF3 -0.10 = ~-0.12 * 0.10* 0.02 -0.07 -0.03 0.24%** 0.17*
PR T T P LT L) === - f-=—=—==— === - A-------- N----- f
: Yearsin || Years of usin !
1| Gender |[ Age || Contract cars n cars ol using IT knowledge [[ DummyS1 DummyS2 |,
! company computer |
_________________________________________________________________________ 1
Control variables
Notes:
First-order construct O Significant path —_—
* p<0.05
Second-order construct Insignificant path ~ = = = = = = > k- p<0.001

Figure 2. Structural model results.

In terms of the antecedents of LTO, all the three fac-
tors were confirmed to positively influence LTO. Specifi-
cally, we found that the more employees identify with
organisational IS security goals and policies, the more
likely they are to generate a LTO toward CDISV-avoid-
ing activities (H2 was supported). This result indicates
that employees with value identification will not only
consider the on-going behaviour outcomes but will also
pay attention to the future consequences of their acts,
which is a reflection of a deep understanding of and
strong agreement with organisational IS security policies.
In IS research, Bateman, Gray, and Butler (2011) got
similar findings that when the members of a virtual com-
munity recognise the value of the community, they will
persist in staying in the community.

We also found that the fulfilment of two types of
employee needs (the need for trusted relationships and
the need for growth) significantly influenced the emer-
gence of an employee’s LTO (H3 and H4 were sup-
ported). These findings indicate that, although avoiding

Table 6. Results of mediation test.

CDISV may require more effort on the employees’
part, they will think that avoiding CDISV consistently
is meaningful (1) if they feel that such behaviour will
help them be recognised as trustworthy and reliable
workers in the organisation and/or (2) if it challenges
their abilities to deal with risky situations. More impor-
tantly, our findings confirm that the two types of needs
require time to fulfil, therefore leading to LTO.

In addition, regarding the strength of the three fac-
tors, our results revealed that value identification has a
bigger impact (path coeflicient =0.64, p <0.001) than
that of trusted relationship fulfilment (path coefficient
=0.17, p<0.05) and growth needs fulfilment (path
coefficient = 0.17, p <0.05). This indicates that identify-
ing with the security policies is much more important
in generating a LTO than fulfilling the two higher-
order needs in our context. The former is the perception
about the organisation, whereas the latter two are the
perceptions about self. According to stewardship theory,
a steward-like employee view organisation’s interests

Path Specific indirect effects Direct effect Total effect Types of mediation
VI to INT via LTO —0.30*** (p < 0.001) —0.34*** —0.34%** Partial

TRF to INT via LTO —0.08* (p < 0.05) —0.22* —0.22* Partial

GNF to INT via LTO —0.08 (p=0.07) —0.06 —0.06 Full (marginal)
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ahead of personal self-interests (Hernandez 2012). In
this sense, our results have confirmed stewardship theory
in a security management context.

Our further mediation test has confirmed the
mediation role of LTO. We found that LTO fully med-
iates the effect of growth needs fulfilment on CDISV.
And, the effects of value identification and trusted
relationship fulfilment are partially mediated, indicating
that they have direct effects on intention of CDISV apart
from their influence on intention through LTO. This
mediation analysis further uncovers the role of LTO as
an important mechanism to reduce CDISV.

5.2. Contributions to research

This study made several contributions to the literature
on IS security behaviour. First, in view of the possible
delayed consequences of CDISV, we investigated the
phenomenon from a temporal perspective. Previous rel-
evant research has identified important factors, such as
fear of IS threats (Johnston and Warkentin 2010), cost
of noncompliance (Bulgurcu, Cavusoglu, and Benbasat
2010), and neutralisation techniques such as denial of
injury (Siponen and Vance 2010), which involve an
evaluation of the behaviour consequence. However, the
existing research has not yet examined the possibility
that individuals may have different estimations of the
immediate consequence and the delayed consequence.
Since CDISV usually does not cause immediate harm
to organisations, such as using an easy-to-guess pass-
word, employees may underestimate the seriousness of
their behaviour and thereby lead to CDISV. Based on
the temporal perspective, we identified a set of con-
structs that are future and long-term orientated. Our
results show that these constructs do influence employ-
ees’ CDISV decisions. Our temporal perspective pro-
vided a new avenue for future research to identify
additional constructs and relationships regarding
CDISV.

Second, by adopting the temporal perspective, to our
knowledge, we were the first to empirically investigate
the role of LTO in the context of an employee’s CDISV
in an organisation. We highlighted that LTO may have
important implications for future IS security behaviour
research. A first research opportunity related to LTO
concerns the mixed findings of the studies based on
the deterrence theory in IS (D’Arcy and Herath 2011).
Researchers in criminology have revealed that sanction
threats are weak for those criminal offenders who do
not consider future consequences since they have a ten-
dency to deliberatively devalue the future or fail to con-
siderpthesfutures(NaginpandsPogarskys2004). Therefore,
we suggest that future research should investigate
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whether or not LTO moderates the role of deterrence
or monitoring employees’ IS security behaviour.

A second research opportunity related to LTO is to
investigate how long the delayed consequences will unfold
in an individual’s mind, and the role of such on IS security
behaviour. According to the construal level theory, the
psychological temporal distance changes people’s
responses to future events by changing the way people
mentally represent those events (Liberman, Trope, and
Wakslak 2007; Trope and Liberman 2003). In other
words, people may think and behave in different patterns
according to the psychologically near or distant delayed
consequences. Future research can examine if this
psychological, temporal distance leads to different expla-
nations for security-related behaviours. Previous research
has found that influential factors, such as value or
abstractness of information, play different roles in beha-
viours or intentions for near and distant future events
(Nussbaum, Liberman, and Trope 2006). Future IS secur-
ity behaviour research can explore if similar factors exist.

A third research opportunity regarding LTO is to
identify the appropriate organisational strategies that
facilitate employees to generate LTO. Although we
have shown that LTO can increase employees’ secure
behaviour, the questions still remain as to what strategies
organisations should implement. Liang, Xue, and Wu
(2013) suggested that organisations could adopt two
types of strategies to regulate employees’ IS security
behaviour: promotion focus and prevention focus (Hig-
gins 1997). Promotion focus is driven by the need for
growth and development (Johnson and Yang 2010;
Liang, Xue, and Wu 2013). Steidle, Gockel, and Werth
(2013) found that growth needs are more likely to be
fulfilled by promotion focus strategies rather than pre-
vention focus strategies. Since we found that LTO is
motivated by growth needs fulfilment, future research
can examine if a promotion focus regulation strategy
can increase employees’ LTO.

Our third contribution is that we were the first to
draw on the stewardship theory to offer a theoretical
explanation and empirical support for the influential fac-
tors associated with employees’ CDISV. Previous studies
have dominantly applied theories such as the deterrence
theory and the rational choice theory, which hold
assumptions that employees are individualistic, opportu-
nistic, and self-serving (Siponen and Vance 2014). Under
such assumptions, only those factors that attach to an
individual’s self-utilities, such as punishment or momen-
tary and time benefits, are found (Bulgurcu, Cavusoglu,
and Benbasat 2010; D’Arcy, Hovav, and Galletta 2009).
However, little research has considered the possibility
that employees can be collectivists, pro-organisational,
and trustworthy, as the stewardship theory assumes.
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The stewardship theory provides an alternative under-
standing of employees’ behaviour in an organisation,
suggesting that employees may willingly subjugate their
personal interests to protect the organisation’s long-
term welfare (Hernandez 2012) and may be motivated
by higher-order needs such as growth, achievement,
and self-actualisation as well as by intrinsic rewards
(Davis, Schoorman, and Donaldson 1997). The steward-
ship theory is in line with our temporal perspective,
suggesting that employees may generate long-term
related mindsets, beliefs, and needs in an organisation,
which can drive pro-organisational behaviour. Drawing
on the stewardship theory, we argued that LTO, value
identification, trusted relationship fulfilment, and
growth needs fulfilment are important factors influen-
cing employees’ intention of CDISV. Our findings pro-
vide strong empirical support for our arguments. We
believe that the stewardship theory can contribute
more to IS security behaviour research. Other research
fields based on the stewardship theory have suggested
that factors such as psychological ownership, affective
commitment (Hernandez 2012), and organisational cul-
ture (Davis, Schoorman, and Donaldson 1997) can influ-
ence employees’ behaviour. Future research can examine
their roles in explaining IS security behaviour.

5.3. Implications for practice

Our results have a number of implications for organis-
ations to manage CDISV. We found that when employ-
ees generate a LTO, they are more likely to avoid CDISV.
Therefore, a general implication is that when organis-
ations make IS security policies, they can highlight that
IS security is a long-term mission. Employees should
be informed that potential threats might appear after a
period of time and should pay attention to if their beha-
viours could cause potential threats in the future. Since
LTO is composed of continuity, futurity and persever-
ance, we have three respective practical advices for IS
security management. First, by analysing the computer
logs, IT department can send a periodic report to indi-
viduals and highlight the duration for an employee to
keep a secure state. In this way, employees can be
aware that if they have a continuous compliance. Second,
organisations should trace and analyse the long-term
consequences of security incidents, noticing employees
to focus on the future outcomes of their current beha-
viours. Third, organisations should evaluate and report
the potential cost saved in managing employees’ secur-
ity-related behaviours, letting employees realise the
value of their efforts.
Second;psincepwerfoundythatgangemployee’s identifi-
cation with IS security policies and recommended

security behaviours can increase LTO, we suggest IS
security management to design training programmes to
have employees recognise the legitimacy of IS security
policies. On the one hand, make employees understand
the value of persistent, secure behaviour. On the other
hand, IS security managers can persuade employees to
not trust luck with their problematic behaviour every
single time. Employees should know they play important
roles in their organisations in terms of protecting against
information security threats.

Third, our findings also indicate that fulfilment of
higher-order needs can increase LTO. Since people
care if they are trustworthy in the eyes of others, infor-
mation systems can embed social features to elicit secure
intentions and behaviours. An exemplary study was
undertaken to incorporate social presence as a feature
of UI artefacts in designing an information system
(Vance et al. 2015). In their study, by showing users’ cur-
rent online activities, employees suppress the behaviours
that are viewed as socially unacceptable. Information
systems can also consider adding labels to users to
reflect the security level of their behaviours.

Fourth, fulfilment of growth needs was confirmed to
increase LTO in our study. IS designers can rely on
logged user data and apply user modelling techniques
(Schreck 2003) and learning on demand approach
(Fischer 1991) to identify the opportunities to learn
security knowledge that are relevant to employees’ task.
These approaches are useful in personalising learning
opportunities for each employee and help them to
learn in actual security problem situations. In addition,
organisations should encourage employees to identify
and report security flaws, and grant rewards appropri-
ately if they can solve the problem by themselves.

5.4. Limitations

This study had several limitations. First, although CDISV
was the key focus, we measured intention as the depen-
dent variable instead of actual behaviour. The intention
is regarded as a strong predictor of actual behaviour
(Fishbein and Ajzen 1975), and numerous IS security
behaviour studies have measured intention instead of
actual behaviour (D’Arcy, Hovav, and Galletta 2009;
Siponen and Vance 2010). Still, future research could
make a valuable contribution by making efforts to collect
data of actual behaviour. This approach would improve
the credibility of the research model and provide more
solid evidence for practices. Regarding a second limit-
ation, this study used three hypothetical scenarios to
measure CDISV. However, CDISV is not limited to
these specific scenarios. Future research could include
more types of CDISV to further test the proposed
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model. Third, although this study focused on CDISV,
our research model may provide explanations for other
types of security behaviour as well. For example, security
assurance behaviour, defined by Guo (2013) as the inten-
tional behaviours that employees actively carry out to
protect the organisation’s information systems, is an
active and pro-organisational behaviour. Future research
could examine whether or not our research model can
generalise to security assurance behaviour.

6. Conclusion

Employees’ CDISV represents a significant concern of
organisations regarding IS security. Some CDISVs may
not cause immediate damage to an organisation’s IS,
but negative consequences may unfold in the future.
Without considering the delayed consequences of
CDISV, employees may underestimate the seriousness
of their risky behaviour. Previous research has not used
the temporal perspective to examine IS security behav-
iour. To fill the gap, our study discussed the role of the
delayed consequences of CDISV and highlighted LTO
as an important factor that influences employees’
decisions of CDISV. Drawing on the stewardship theory,
we justified the rationality of occurrence of LTO and also
identified three antecedents of LTO: value identification,
trusted relationship fulfilment, and growth needs fulfil-
ment. The empirical results supported our arguments
well. Our study contributes to IS security behaviour lit-
erature by being the first to empirically investigate
LTO and the first to draw on the stewardship theory in
the security context. We also contribute to practice by
suggesting that organisations evaluate employees’ long-
term performance regarding IS security and encourage
them to train themselves to develop the abilities needed
to solve security problems.

Notes

1. SmartPLS 3.2.7 used in this study returns results of dg;
and dg,. In line with the publication by Dijkstra and
Henseler (2015), dg; calculates the eigenvalues based
on S7'%, whereby S represents the sample covariance
matrix and X the model-implied covariance matrix. In
contrast, dg, uses a corrected eigenvalue computation
based on 72 2§71,

2. Within the framework of marker-variable analysis, a
method factor is assumed to have a constant correlation
with all of the measured items. Under this assumption, a
CMV-adjusted correlation between the variables under
investigation, r,, will be computed by partialling out
m» from the uncorrected correlation, r,. In particular,
with a sample size of n, r, and its ¢-statistic can be
calculated “as follows: 7, =(7,~7,)/(1-1,,), t=rt,/sqr
(1-r,2)/(n-3).
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Appendices

Appendix A. Scenarios

In the scenarios, we describe a situation that Newman, an
employee of your company, is facing. Please read the scenario
carefully first, and then indicate the extent to which you agree
with the following statements.

Scenario 1. Unauthorised portable devices for

storing corporate data

Newman wants to copy a file and show it to clients at their
meeting. A personal unencrypted USB stick is available nearby.
The file contains the contract draft. However, the meeting is
starting soon, and it takes time to find an encrypted USB
stick. Newman decides to copy the file into the personal unen-
crypted USB stick.

Scenario 2. Sending unencrypted emails

Newman needs to send an encrypted email to a client. The cli-
ent says that she has difficulties decrypting the email and asks
Newman to send her an unencrypted one. The file contains the
contract draft. However, the client says that, if she cannot open
the email, she may consider switching to another company. So,
Newman decides to send an unencrypted email to her.

Scenario 3. Downloading suspicious files from the

internet

Newman needs to search for some information from the Inter-
net in order to complete some work. A file on a website is
thought to contain the required information, but Newman is
unsure that the site is trustworthy. The browser also displays
a security warning stating that ‘this file type can potentially
harm your computer.” However, it takes time to find the infor-
mation by other means, and the file helps to complete the work
more quickly. Newman decides to download it.

Appendix B. Survey questions

Following each scenario, respondents were presented with the
following questions. Each respondent was randomly assigned
one scenario. The item wordings were slightly modified to fit
each scenario. The expression of ‘the behaviour’ refers to New-
man’s action as described in the scenario above.
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Intention of CDISV (INT) (D’Arcy, Hovav, and Galletta
2009)

If you were Newman, what is the likelihood that you would
have copied the file into a personal unencrypted USB stick?

I could see myself copying the file into a personal unencrypted
USB stick if I were in Newman’s situation.

Continuity (LTO_C) (Brigham et al. 2014)

It is valuable that I always avoid the behaviour without
exception.

Avoiding the behaviour all the time at work is of great worth.

Futurity (LTO_F) (Brigham et al. 2014)

In the long run, it is helpful for my organization to evaluate the
consequences of such type of behaviour.

In the long run, it is valuable for my organization to notice the
possible negative consequences caused by such type of
behaviour.

Perseverance (LTO_P) (Brigham et al. 2014)

I do not mind giving up the current convenience if it could
ensure my organization’s information security.

I do not mind extra work if it could ensure my organization’s
information security.

Value identification (VI) (Davis, Schoorman, and Donaldson
1997)

I think it is accepted that my organization discourages the
behaviour.

I fully understand the necessity of avoiding the behaviour in
my organization.
Trusted relationship fulfilment (TRF) (Deci et al. 1991)

If my co-workers knew that I avoided the behaviour, they
might recognize me as a trustworthy co-worker.

If my colleagues knew that I avoided the behaviour, they might
recognize me as a responsible co-worker.

Growth needs fulfilment (GNF) (Alderfer 1972)

It is an opportunity for me to master more information protec-
tion skills, if I find alternative secure ways to do the work.

It is an opportunity for me to learn more information security
knowledge, if I find alternative secure ways to do the work.

It is an opportunity for me to show my talents in solving infor-
mation security problems, if I find alternative secure ways to do
the work.
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